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Are Chinese solar inverters hiding cellular communication components?

A growing wave of concern has emerged in the United States after American cybersecurity experts discovered
hidden cellular communication components embedded in Chinese-made solar inverters installed across solar
farmsin the country.

Are Chinese solar inverters hiding secret radios?

In May of 2025, U.S. experts found undocumented communication modules and secret radios embedded in
some Chinese-manufactured solar inverters and battery systems. Not listed in product documentation, these
shadow components create hidden backdoors that can circumvent utility firewalls and allow remote access to
the devices.

Will Chinese solar inverters evade state-specific bans?

If not, China will continue to evade state-specific bans, with new vulnerabilities capable of emerging from
wherever inverters are produced next. Undocumented radios found in Chinese-made solar inverters pose a
threat to U.S. energy infrastructure and security, enabling disruption of critical systems.

Are Chinese inverters a threat to European solar power?

Over 200 gigawatts of European solar capacity (equivalent to more than 200 nuclear power plants) are tied to
Chinese-made inverters. In November 2024, Lithuania passed a law effectively blocking remote control of
energy installations by unfriendly foreign states—-a de facto restriction on Chinese inverters above a certain
size.

Reuters was unable to determine how many solar power inverters and batteries they have looked at. The rogue
components provide additional, undocumented communication channels ...

Over the past nine months, forensic security teams have logged multiple brands of Chinese solar inverters
containing hidden wireless communication equipment. Investigators have ...

After a news report about undeclared circuitry in Chinese solar components, European experts fear the bloc
may be vulnerable to blackmail.

The incident exposed a chilling reality: Chinese-made solar inverters, critical components in renewable energy
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systems, contain hidden cellular technology that allows remote ...

An in-depth analysis for executive leadership and board members on undisclosed communication devices in
Chinese-manufactured inverters, and why immediate action is required to ...

Experts have warned that communication devices could evade firewalls and switch inverters off remotely,
posing a huge risk to power grids, asthey could change settings, damage ...

LONDON, May 14 (Reuters) - U.S. energy officials are reassessing the risk posed by Chinese-made devices
that play acritical role in renewable energy infrastructure after unexplained communication...

By making it possible to switch off inverters or sabotage grid-tied renewable installations, these backdoors
pose a grave cybersecurity risk to U.S. energy infrastructure.
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